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Pursuant to Article 4, paragraph 1, item i, Article 10, paragraph 2, item b and Article 25 of the 

Law on Banking Agency of Republika Srpska (“Official Gazette of Republika Srpska” number 

67/07 and 40/11), Article 101 of the Law on Banks of Republika Srpska (“Official Gazette of 

Republika Srpska” number 44/03, 74/04 and 116/11), and related to the Article 5 of the Law on 

Anti Money Laundering and Terrorism Financing (“Official Gazette of BiH”, number 53/09), on 

its session held on June 26, 2012 the Management Board of the Banking Agency issued 

 

 

 

D E C I S I O N  

ON MINIMUM STANDARDS OF BANK ACTIVITIES ON ANTI MONEY  

LAUNDERING AND TERRORISM FINANCING 

 

 

 

I Introductory provisions 

 

Article 1 

This Decision sets out in detail the minimum of scope, form and content of bank activities on 

anti money laundering and terrorism financing.  

 

Article 2 

Banks shall adopt, in a written form, a program for implementation of activities referred to in 

Article 1 of this Decision, i.e. the program for money laundering and terrorism financing risk 

management, and shall provide the implementation of adequate control procedures ensuring the 

program, policies and procedures to be completely implemented in practice.  

The risk of money laundering and/or terrorism financing represents a possibility that a customer 

misuses a bank for money laundering and terrorism financing, and that a business relationship, 

transaction or product is, directly or indirectly, used for money laundering and/or terrorism 

financing.  

The provisions of the Program, and all policies and procedures shall be fully implemented by 

banks in their head offices, all branches and other organizational parts located in the country and 

in all branches and other organizational parts abroad. Banks are required to pay special attention 

to activities of their branches and other organizational parts located abroad.  

By means of acts referred to in previous paragraph and in their implementation, banks are 

required to ensure high ethical and professional standards of all responsible persons and efficient 

prevention of possibilities for a bank to be misused, consciously or unconsciously, by means of 

criminal elements for the purpose of money laundering and terrorism financing, thus implying 

the prevention, detection and reporting of authorized institutions on prescribed or suspicious 

activities.  
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Article 3 

The mandatory part of the Program mentioned in previous Article shall include the following 

policies: 

1. policy on customer acceptance, 

2. policy on customer identification, 

3. policy on continuous monitoring of accounts and transactions, and 

4. policy on money laundering and terrorism financing risk management. 

Policies and procedures for policies implementation shall be based on the assessment of money 

laundering and terrorism financing risk, and on the principle “know your customer”. 

 

Article 4 

Banks are required not only to determine the identity of their customers, but to monitor their 

accounts on a continuous basis, and to verify and determine whether the transactions are 

performed in a normal and expected manner characteristic to the nature of account.  

“Know your customer” principle should be a central element of the procedures for risk 

management and control execution, but the same is necessary to be supplemented with regular 

internal reviews and internal audit of bank’s operation compliance with the legal requirements 

and other regulations stipulating standards for anti money laundering and terrorism financing.  

 

II Policy on customer acceptance 

 

Article 5 

By means of policy on customer acceptance, a bank shall define which and what kind of 

customer is suitable for the bank, as well as to prescribe overall procedures for such policy 

implementation. This policy is necessary to address the parameters for specific risk categories 

which customers and products or services may carry for the bank based on which the risk 

assessment shall be performed. Such risk categories are: low, medium and high risk.  

The procedures for implementing such policy are to be adjusted in a way that customer 

evaluation requirements are rated depending on customer risk category, thus the customers of 

high risk shall be put under the most strict and detailed evaluations and documenting, i.e. 

enhanced identification and monitoring, the customers of medium risk shall be put under the 

standard procedure of identification and monitoring, and the customers of low risk shall be put 

under simplified risk identification procedure.    

 

Determining customer acceptance 

 

Article 6 

By means of customer acceptance policy, banks are obliged to define risk factors based on which 

banks determine customers’ acceptance, taking into account the geographic risk factors, risk 

factors referring to customers individually, and risk factors referring to products and services 
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being offered to customers. This policy shall, at a minimum, encompass the following risk 

factors: 

a) country of customer origin, country of majority owner origin, i.e. beneficial owner of the 

customer, regardless whether such country is on the list of non-cooperative countries and 

territories issued by the international body for control and prevention of money 

laundering, on the list of countries listed as offshore zones, or list of non-cooperative 

countries established and updated by the Financial Intelligence Unit of the State 

Investigation and Protection Agency (hereinafter FIU), or on the list of countries 

considered as risk-bearing ones by the bank based on its own assessment; 

b) country of origin of persons that conduct transactions with a customer, regardless of 

where the country is on the lists listed under item a) of this Article; 

c) customer, majority owner, i.e. beneficial owner of the customer, persons that conduct 

transactions with the customer – being put under imposed measures in order to establish 

international peace and security in accordance with the resolutions of the United Nations 

Security Council, the Council of Europe; 

d) unknown or unclear funds source of a customer, i.e. funds whose source cannot be 

proved by the customer; 

e) cases bearing doubt that a customer does not act for its own account, i.e. acts according to 

orders and instructions of a third entity; 

f) uncommon flow of transaction, particularly when its basis, amount and manner of 

execution, account opening purpose as well as the customer’s activities are put under 

consideration – if the customer is a person that performs a business activity.  

g) cases bearing doubt that transactions performed by a customer may be put in connection 

with money laundering and terrorism financing activities; 

h) customer is a politically exposed person; 

i) accounts of other persons related to a customer; 

j) characteristics of the customer’s operations. 

 

Article 7 

Banks shall determine the acceptance of a customer, depending on risk factors, in the following 

manner: 

a) perform customers classification with a description of customers’ type that might 

represent risk customers for a bank, determine types of products and services that may be 

extended to certain categories of customers; 

b) specify the conditions under which the contractual relationship, i.e. business cooperation 

with a customer shall be established, and reasons for cancelling the existing contractual 

relationships.  

In order to determine the acceptance of a customer, banks shall prescribe: 

a) procedure for determining risk factors related to new customers; 

b) procedure for determining risk factors during the ongoing business relationship with a 

customer; 
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c) manner of treatment of different customers.  

Banks shall not establish business relationships nor cooperate with banks or other institutions 

registered in the countries in which they do not perform their activities nor are a part of financial 

group subject to oversight for the purpose of detection and prevention of money laundering and 

terrorism financing (“shell banks”). 

 

Determining the risk of products and services 

 

Article 8 

Banks shall determine the risk of products and services in a way to assess their products and 

services in order to determine the risk which they carry with respect to the possibility of being 

misused for money laundering and terrorism financing activities.  

 

III Policy on customer identification 

 

Article 9  

In terms of this Decision, customers of a bank are: 

1. natural and legal persons opening or have already opened accounts with a bank; 

2. natural and legal persons in whose name or benefit a bank account is being opened or 

already opened, i.e. the ultimate beneficial owner; 

3. natural and legal persons intending to perform or performing financial transactions 

through a bank; 

4. natural and legal persons performing transactions through different kinds of 

intermediaries; and 

5. any natural or legal persons related to a financial transaction that may cause the risk of 

reputation to a bank, or may expose such bank to any other risk. 

 

1. Customer identification 

 

Article 10 

Banks are obliged to determine detailed and overall procedures for identification of new 

customers. Such procedures shall depend on a risk category to which individual customers 

belong, as well as products and services which are to be used by the customers. Depending on 

these categories, a bank shall apply proportional measures of customer identification. The 

identification measures may be: simplified, standard and enhanced.  

The identification procedure shall be implemented at the beginning of business relationship 

establishment. However, in order to ensure that documents are still valid and relevant, banks 

shall perform regular reviews of already existing documents. Additionally, banks shall perform 

such reviews in all cases when significant transactions are being performed, when significant 

changes appear in the customer’s manner of using the account for transactions, and when a bank 

significantly changes the standards for documenting the identity or transactions of a customer.  
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In establishing business relations with new customers, as in the cases under previous paragraph, 

banks shall verify each customer’s identity using reliable, independent sources of documentation, 

data or information, respectively (identification data). The customer’s identity verification must 

be completed prior to the establishment of business relationship, i.e. during the banking day in 

which the business relationship is being established. Exceptionally, the verification may be 

performed even after establishing such business relationship, provided that, in the case of 

transactions, it is to be finalized prior to the transaction completion, i.e. approval of the 

customer’s account or payment of funds in the case of occasional transactions representing 

inflows (receiving money and loro payments). If a business relationship is established without 

the verification conducted, in the case of transactions representing outflows (sending money or 

nostro payments) the verification is to be conducted before such transaction is established.  

When the verification cannot be conducted within the deadlines defined in previous paragraph, 

the established business relationship shall be terminated and the FIU shall be informed on the 

same.  

 

Article 11 

Documents based on which a bank determines each customer identity and on which it conducts 

the verification of customer identity in general should be of such nature that they are hard to be 

obtained illegally or be forged, as well as the documents prescribed by other relevant regulation. 

Banks should pay special attention to nonresident customers and they shall not narrow down or 

implement incomplete procedures for identity determination in case where a new customer is 

unable to present himself/herself personally.  

When customer is a non-resident one, a bank shall always raise a question to itself and the 

customer, respectively: why has such customer chosen to open a bank account in a foreign 

country. 

In case when banks become aware of not having sufficient information on an existing customer, 

they shall undertake urgent measures in order to collect such information in the fastest possible 

manner, and they cannot perform the requested transactions until such information are obtained, 

i.e. they shall conduct the verification of the changed identification data.    

For each customer and product identification, banks shall prescribe standards on necessary 

documentation type and time period for safekeeping such documentation, but at least in 

accordance with the relevant regulations governing documents safekeeping.  

Banks shall not open an account nor operate with a customer who insists on staying anonymous, 

or who uses a false name during identification, presents incorrect identification data and 

counterfeit documentation. In such cases, banks may refuse to open an account, i.e. establish a 

business relationship with a customer without being obliged to provide an explanation. In these 

cases it is necessary to make a note of business contact with a customer and inform the FIU on 

the same.  

In case of inactive accounts, banks shall be particularly prudent if such account become active 

unexpectedly, especially if such activation means transaction of significant amounts or shows 

some indicators of the suspicious activities. In such cases, among other, banks are obliged to 

perform re-verification of such customer identity.  
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In all cases banks shall perform a review of documentation as well as check whether the 

customer actually exists, whether he/she is at the registered address, and whether such customer 

actually performs listed business activities.  

 

Simplified identification measures 

 

Article 12 

Banks shall apply simplified identification measures when establishing a business relationship 

with the following customers: 

a) government bodies and institutions, regardless of the level of the state organizational 

structure (state, entities, district, municipalities), 

b) public companies and institutions founded by the state, entities, district or municipalities, 

c) reporting entities obliged to carry out measures for the prevention of money laundering 

and terrorism financing, whose implementation of legal and other regulations regarding 

anti money laundering and terrorism financing is supervised by bodies and agencies 

established in accordance with separate laws, 

d) other customers, legal or natural persons, for which a bank determines, based on the risk 

analysis, that they carry a low level of risk from money laundering and terrorism 

financing, such as, for example, natural persons who open accounts serving for regular 

monthly payments (salaries, pensions, etc), and saving accounts.  

 

Article 13 

A low level of anti money laundering and terrorism financing risk may be carried by customers 

from the EU member countries or other countries that, based on the Financial Intelligence Unit 

data, meet the internationally accepted measures for money laundering and terrorism financing 

prevention.  

 

Article 14 

Within the simplified identification measures, banks shall collect the following data and 

information about customers: 

1. name, address and head office of a legal person establishing a business relationship, i.e. 

name, last name and address of natural person establishing a business relationship; 

2. first and last name of a legal representative or a person authorized by power of attorney 

who shall establish a business relationship in the name of legal person; 

3. purpose and intended nature of a business relationship and fund source; 

4. date of business relationship establishment; 

5. other in compliance with relevant regulations. 

A bank shall verify the collected data and information regarding a customer by reviewing 

documents encompassing the collected data and information about a customer, such as: personal 

identification documents, abstracts from appropriate registers, documents on which the customer 
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or authorized person deposited his/her signature, and other in accordance with the bank risk 

analysis performed.  

 

Standard identification measures 

 

Article 15 

A bank shall classify into medium risk category all customers, business relationships, products 

and transactions which cannot be defined as high or low risk based on the risk analysis and 

assessment. 

 

Article 16 

Within the standard identification measures, banks shall collect the following information and 

data about customers: 

a) natural persons: 

1. first and last name; 

2. date and place of birth; 

3. identification number; 

4. permanent address; 

5. name and address of customer’s employer; 

6. description of other fund sources and other data under bank’s assessment. 

b) legal persons: 

1. name and head office of a customer; 

2. name and head office of founders and beneficial owners of a customer; 

3. number and date of license issuance (special approval), if an obligation to obtain a license 

for the customer’s activity is stipulated by a separate law; 

4. identification number of persons authorized to represent, and persons authorized to 

dispose of funds on the customer’s account  

5. identification number assigned by tax and other authorities and institutions to which a 

customer is obliged to register its activity; 

6. data on business and financial capacity, and other data according to each bank 

assessment. 

A bank shall confirm, i.e. verify the collected data and information regarding a customer by 

reviewing documents encompassing the collected data and information about the customer, such 

as: 

a) for natural persons: 

1. personal identification documents (ID card, driving license, passport or other 

identification document proving indisputable and exact data for the purpose of identity 

identification); 

2. data on address, i.e. place of habitual residence (document based on which it is possible 

to prove a place of residence); 
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3. confirmation and/or certificate of employment issued by employer; 

4. optionally, documents on other fund sources (lease agreement, etc); 

5. facsimile of customer’s signature and document on which such customer has deposited 

his/her signature, and other data based on bank’s assessment; 

6. documents created by a bank – customer’s financial capacity analyses. 

b) for legal persons: 

1. abstract from an appropriate registry book as a proof of its legal status; 

2. founding document (decision or agreement); 

3. identification documents of founders and beneficial owners if being natural persons, i.e. 

certificates from appropriate registry books if being legal persons; 

4. operating license, if the same is indispensable for a customer to perform its activity; 

5. personal identification documents and specimen signatures of persons authorized to 

represent, and persons authorized to dispose of funds on customer’s accounts; 

6. certificates and other documents from bodies and institutions necessary for conducting 

activity; 

7. financial statements on operation and other documentation in accordance with bank’s 

assessment.  

Documentation submitted by a customer and acquired by a bank itself shall be kept in original or 

copy in case the original document is unavailable to hold.  

Banks shall, in addition to a customer, identify and verify the identification of persons acting in 

the name or for account of the customer.  

 

Enhanced identification measures 

 

Article 17 

Banks shall apply enhanced identification measures when establishing a business relationship 

with the following: 

a) banks or similar credit institutions seated abroad;  

b) politically exposed persons; and 

c) customers who failed to be present in person when establishing a business relationship, 

i.e. implementation of identification measures 

Banks shall also implement the enhanced measures of identification and monitoring where, by 

the risk assessment, it is confirmed that a customer is of money laundering and terrorism 

financing high risk level.  

 

Business relationships with banks or similar credit institutions seated abroad 

(correspondent banking relationships) 

 

Article18 
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When international payment transaction operations are performed via networks of other banks or 

similar credit institutions seated abroad, with which banks have established certain business 

relationships (correspondent relationships), and when such operations are performed for banks or 

similar credit institutions seated abroad (respondent relationships), banks shall undertake 

enhanced measures of identification and monitoring of a business relationship in order to avoid 

holding and/or transferring money connected to money laundering and/or terrorism financing.  

With regard to the abovementioned, banks shall collect all necessary information regarding their 

correspondent and respondent banks in order to get fully familiarized with the nature of their 

operations. Necessary factors and information to be encompassed are the following: 

1. location (country) of bank’s head office; 

2. management; 

3. main business activities; 

4. efforts in the area of money laundering and terrorism financing prevention, as well as 

adequate customer acceptance policies and know your customer policies; 

5. purpose, i.e. intended nature of establishing a business relationship; 

6. identity of third persons to be using this type of service; 

7. condition of bank regulations and supervision function in the country of bank’s head 

office, etc. 

Banks are allowed to establish such business relationships only with banks located in countries 

where authorized institutions perform efficient bank supervision. A bank shall not establish a 

business relationship with a “shell bank” and shall develop procedures providing the aforesaid 

and preventing the establishment of a business relationship with banks known for allowing their 

accounts to be used by “shells bank”. 

Banks are obliged to prevent the risk of correspondent and respondent accounts being used by 

third parties for the purpose of performing activities for their own benefit.  

Banks are obliged to devote special attention to payable-through accounts which are held for 

foreign banks, in order to avoid the possibility of direct access of such banks customers (sub-

holders of accounts) to those accounts with the aim to perform transactions such as issuing 

checks, cash withdrawing and payments, etc, provided that those customers were not subject to 

identification procedures and monitoring during account opening, i.e. such type of business 

relationship establishment, where the respondent bank is obliged to provide relevant data about 

the performed identification and monitoring of the account sub-holder at the request of the 

account holder bank.  

 

Politically exposed persons 

 

Article 19 

In establishing business relationships or performing transactions (in the case of establishing non-

permanent business relationship), banks shall apply procedures that will enable defining whether 

a customer is a politically exposed person.  

Foreign or domestic politically exposed persons are persons entrusted with prominent public 

functions of high rank at the state and international level (state, entities, district, municipality), 

their family members, and persons they closely work with. Politically exposed persons are also 
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persons who have been entrusted with this duty, provided that a period of one year has not 

elapsed since the duty termination. Persons holding a middle or lower rank function shall not be 

considered as politically exposed persons.  

The procedures shall enable all banks to collect data and information on a customer’s political 

exposure, directly from the customer and/or registry books and data basis accessible to the 

public.  

According to the abovementioned, banks shall: 

1. have risk based adequate procedures in order to determine whether a customer is a 

politically exposed person; 

2. have an approval from the management board to establish business relationships with 

such persons; 

3. take adequate measures in order to determine the source of funds included in a business 

relationship or transactions; 

4. implement enhanced monitoring of such business relationship. 

Banks shall apply the same measures of identification and monitoring in cases when founders, 

beneficial owners, persons authorized to represent, and persons authorized to dispose of funds on 

the legal person’s account are politically exposed persons.   

 

Establishing a business relationship with a customer not being present  

 

Article 20 

In establishing business relationships with customers not being present, banks shall apply 

enhanced measures of identification in order to decrease and manage the risk possibly present in 

operations with customers. A bank shall, in addition to other, apply the following measures for 

risk decrease: 

1. request additional documents not being requested from other customers; 

2. verify the submitted documents;  

3. make contact with customers independently; 

4. engage specialized firms for control and assessment of customers for the purpose of 

customer’s additional verification; 

5. request the first payment (pay in) to be performed in the name of customer through the 

account held with other bank having the same obligation as to implement similar 

standards for the customer’s control and assessment.  

In case a bank fails to implement the enhanced identification measures, it shall not establish a 

business relationship with a customer not being present when establishing the business 

relationship.  

 

2. Special identification issues 
 

Preventing the misuse of technological development 

 

Article 21 
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Banks shall adopt policies and procedures and undertake measures necessary for the prevention 

of technological development misuse for the purpose of money laundering and terrorism 

financing.  

By means of such policies and procedures, banks shall define specific risks relating to the 

establishment of business relationships of transactions performed electronically, via internet and 

other interactive computer system, telephone, ATMs (automatic teller machine), via the use of 

electronic cards linked to customers’ accounts (debit and credit) for cash payments and 

withdrawals.  

Within the scope of such risk management, a bank shall: 

1. apply enhanced measures of identification when establishing a business relationship with 

a customer; 

2. ensure that interbank electronic transfers (SWIFT, etc) and transfers carried out by 

customers using special terminal via free telecommunication lines (POS banking), as well 

as other transfers referred to in paragraph 2 of this Article, are followed with data on 

transfer purpose, identification data on ordering party and receiving party, respectively 

during the entire transfer flow; 

3. establish, regularly review and test safety measures and system and process control; 

4. ensure that the verification of a customer includes a combination of at least two ways of 

confirming customer’s identity; 

5. apply secure and efficient measures for the confirmation of customer’s identity and 

authorizations. 

In conducting these transfers, a bank shall respect all obligations regarding domestic and 

international transfers, respectively.  

When a bank is unable to provide all necessary identification data and information about a 

customer, it shall refuse to extend these types of banking services.  

 

Third party 

 

Article 22 

In fulfilling the requirements of identification and verification of a customer’s identity, banks 

may rely on a third party, but the ultimate responsibility for the fulfillment of requirements is on 

the banks relying on a third party. Banks are obliged to provide immediately all necessary 

information and data about a customer. A bank shall fulfill the requirements for a copy of 

documents including data and information based on which a third party has conducted the 

verification of customer’s identity to be available without delay at the bank request.   

A third party, in this sense, represents all reporting entities on implementation of anti money 

laundering and terrorism financing measures as defined by the Law on Anti Money Laundering 

and Terrorism Financing, which are regulated and supervised by special regulatory bodies. A 

third party may also be an equivalent institution from a foreign country, for which a bank is 

obliged to provide evidence that such institution meets the defined requirements, where it may 

use the reports from international institutions with authorities regarding money laundering and 
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terrorism financing prevention (Financial Action Task Force-FATF, Moneyval Committee 

Council of Europe, World Bank, IMF, etc.). 

A third party is not represented by institutions with which a bank has concluded a contractual 

relationship on performing certain activities (outsourcing), or when such institutions meet the 

third party requirements. In such cases, a bank is deemed to have conducted the identification 

and verification of customer’s identity itself.  

 

Vault – safekeeping in safe deposit box 

 

Article 23 

In the business activities of depositing, i.e. safekeeping of goods, cash registers, sealed envelopes 

or packages in safe deposit boxes, a bank shall establish a separate procedure for proper 

identification of natural persons and/or legal persons that have not established any other business 

relationship with the bank, i.e. have not opened an account. An important element of such 

procedures is to ensure a real possibility for the identification of actual owner of items in safe 

deposit box.  

 

Custodial accounts and “private banking” 

 

Article 24 

Since custodial accounts may be used for misleading or avoiding bank procedures for customer 

identification, banks shall establish such procedures in order to efficiently determine the real 

identity of actual beneficiary or account owner. Whereas, they are obliged to ask for and obtain 

sufficient evidence about identity of each intermediary, custodian and proxy, as well as of 

persons represented by such persons, i.e. actual beneficiary or account owner.  

Banks are obliged to be especially prudent when establishing a business relationship with 

business companies having special purpose, particularly with international business companies 

used by natural persons as a method for anonymous account operations. Having in mind the 

complexity of efficient identification of such customers or beneficial owners, banks shall pay 

special attention in understanding and discovering the organization of such company, and 

determine the real sources of funds and identify actual beneficiaries or owners or persons having 

actual control over funds.  

Should a bank detect or have reasons to believe that an account is opened by a professional 

intermediary for the benefit of a customer, it is obliged to identify such customer. In cases where 

a professional intermediary opens a joint account for multiple customers and in case where sub-

accounts of the joint account are opened or not, banks shall determine the identity of each 

individual customer.  

Banks shall refuse account opening request in the following cases: 

1. when an intermediary is not authorized to provide a bank with necessary information on 

actual owners of funds, for example professional secret lawyer’s codex; and 

2. when an intermediary is not subject to examination and assessment standards equivalent 

to the standards set out in this Decision.  
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IV Policy on continuous monitoring of accounts and transactions 

 

Principle “know your customer” and developing a customer profile 

 

Article 25 

In every day operations and relationships with customers, banks shall find out and come to know 

customers’ activities, systemically understand their operations, learn about their financial and 

payment habits, important information and documentation on customers’ business relationships 

and cash flows, types of customers’ business relationships, and know their business contacts, 

their local and international market practices, common sources of account debiting and account 

approvals, used currencies, frequency and size, i.e. volume of transactions, etc. Banks are 

particularly required to: 

1. in the case of business companies, come to know the company ownerships structure, 

authorized executive decision makers, and all other persons legitimately authorized to act 

on their behalf; 

2. request from their customers to submit, in advance and in timely fashion, information and 

documentation on expected and intended changes in the form of and the way of 

performing their business activities; and 

3. pay special attention to well known customers and publicly known persons, and ensure 

that their possible illegal and suspicious operations do not jeopardize bank reputation.  

Based on the elements under previous paragraph, banks are obliged to develop a profile of their 

customers. Such profile shall be included in the special registry of customer profiles, as 

organized by the banks themselves. The customer profile shall be used as an indicator in 

monitoring operations with customers in order to determine: 

1. regularity and continuity in business relationships between banks and customers; and 

2. uncommon behavior and deviation from customer’s profile determined behaviors or in 

transactions over accounts to enable initiation of appropriate procedures.  

 

Irregular and uncommon behaviors giving basis for suspicion 

 

Article 26 

Banks are obliged to pay special attention to all complex, uncommonly large transactions or 

uncommon transaction patterns not having clearly visible economic or legal purpose. 

Banks shall request from their customers to provide explanation for every significant change in 

behavior. In case when customers cannot provide or provide poor-founded explanation with no 

arguments, banks shall deem such behaviors as suspicious and shall initiate their procedures for a 

detailed review, which include communicating a report on customer suspicious activities to the 

authorized institution (FIU).  

Irregular and uncommon behaviors giving basis for suspicion are, among others: 
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1. unexpected change in the financial behavior of a customer that cannot be explained with 

business or financial motives; 

2. unexpected appearance of a new person, business and/or geographical areas known to the 

banks for manner and type of their operations, customer’s business and financial 

network; 

3. special characteristic of a transaction that does not fit into the regular practice of a 

customer; 

4. use of funds on a customer’s account for the uncommon purpose not encompassed by the 

bank-customer arrangement; 

5. transaction explanation given by a customer is inconclusive and seemingly false; 

6. frequent transactions in the amount below the amount legally required to be reported to 

the authorized institutions; 

7. when a customer closes the account by withdrawing the entire amount balance in cash or 

transferring that amount by means of dividing it into smaller amounts and distributing 

them to several newly opened accounts; 

8. when bank employees do not have clear evidence of criminal activities, but are suspicious 

of such possibility.  

An integral part of this Decision also includes the Attachment on indicators of suspicious 

financial transactions.  

 

Monitoring for the purpose of money laundering prevention 

 

Article 27 

Banks shall carry out continuous monitoring of accounts and transactions as a basic aspect of 

efficient know-your-customer procedures. For this reason, banks are obliged to previously 

receive and define responses to one of the most important questions of what is the nature of 

normal and reasonable or normal or regular activities on their customers’ accounts. When they 

accomplish that, banks shall provide means or instruments, methods or procedures for detection 

of transactions not fitting into such nature of behavior, and shall use these procedures to 

efficiently control and minimize the risk in operations with customers.  

The scope of banks’ work on monitoring transactions on their customers’ accounts shall be 

adjusted to the needs of adequate risk sensitivity. For all accounts, banks are required to establish 

a system that shall enable the detection of irregular, uncommon and suspicious types of 

activities.  

 

Article 28 

In order to ensure the fulfillment of objectives stated in previous Article, banks are obliged to: 

1. establish transaction limitations under certain types or categories of accounts; 

2. observe and verify all account transactions that exceed the established limitations; 

3. define types of transaction that shall alert banks to a possibility of customers performing 

irregular, uncommon or suspicious transactions; 
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4. define types of transactions that, by their nature primarily, do not have economic or 

commercial purpose; 

5. define threshold and/or nature of large amounts of cash deposits inconsistent to normal or 

expected transactions performed by certain types of customers; 

6. define bank acting in the case of large transfers on accounts where account balances are 

not commonly high; 

7. develop official and comprehensive list of the examples of suspicious transactions, and 

the examples and manners of possible money laundering and terrorism financing forms; 

8. establish adequate information system which shall enable forming of bookkeeping and 

non-bookkeeping documentation and records with all data that adequately describe the 

occurred business event serving as a sufficient tool for performing analysis and 

monitoring of transfers on accounts, i.e. all customer’s business activities.  

 

Article 29 

As for the accounts representing high level of risk, banks are obliged to apply enhanced 

monitoring measures. In order to identify the account category with high level of risk, it is 

necessary for banks to establish a set of key indicators based on which accounts shall be 

categorized in this group, considering background information and other information about a 

customer such as fund source for account, type and nature of transactions, customer’s home 

country, etc. For the accounts with high level of risk, banks are obliged to: 

1. create adequate system of information management ensuring that the bank’s management 

and officers responsible for monitoring the compliance of bank’s operations with the 

requirements prescribed by law and regulations governing this field are provided with 

timely information necessary for identification, efficient monitoring of customers’ 

accounts with higher level of risk and their analyses. At a minimum, this system shall 

include the following: 

a) reporting on lacking documentation in order to have a completely reliable customer 

identification, 

b) reporting on irregular, uncommon and suspicious transactions performed through 

customers’ accounts; and 

c) reporting on overall information regarding all customers’ business relationships with a 

bank. 

2.  make sure that the bank management has good knowledge of the bank customer situation 

representing high risk level, collects and assesses the information that may be received 

from other reporting entities, and from domestic and international institutions 

responsible for money laundering prevention. Significant transactions of such customers 

shall be approved by the bank management. 

3. adopt a clear policy, internal guidelines and procedures and establish control with the aim 

to provide enhanced monitoring of operation of politically exposed persons and persons 

who have been confirmed or are evidently related to them.   
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Monitoring for the purpose of terrorism financing prevention 

 

Article 30 

Reporting to the authorized institution and blocking of financial funds suspected or known for 

financing terrorism activities or persons supporting terrorism represents a basic prerequisite for 

combating terrorism activities.  

Banks shall pay attention to the following in particular: 

1. to the extent possible, check whether the funds coming from legitimate sources or 

businesses are, fully or partially, directed to support terrorism activities; 

2. apply the procedures for prevention of financing terrorists and terrorism organizations, 

and persons related to terrorists or terrorism; 

3. attempts to discover the true identity and/or purpose regardless of the transfer amount, 

especially when the purpose of transfer and/or sender and/or recipient is not precisely 

stated; 

4. in case when customer’s orders result in the account zero balance unexpectedly; 

5. in the case of money laundering where money is received or sent electronically, followed 

by irregular or uncommon aspects such as the size of amount, country where the money 

is sent, home country of the order issuing person, currency type, etc.; 

6. non-profit and charity organizations, especially if the activities are not in accordance with 

the registered activity, if the source of funds is not clear, if the organization receives 

funds from strange and suspicious sources; 

By monitoring the accounts and transactions of customers, a bank shall ascertain whether its 

customers, i.e. persons as order issuers or receivers in transactions performed without established 

separate business relationship (account opening) are persons listed as individuals under the 

suspicion of terrorism financing or for being related to such persons, given in lists created by 

relevant institutions (international: United Nations Security Council, responsible bodies of the 

European Council, and domestic: Ministry of Security and FIU). 

In cases when such persons attempt to establish a business relationship with a bank or when 

being existing customers (existing accounts), the bank is obliged to inform the Financial 

Intelligence Unit and temporarily freeze the funds of such customer, in accordance with the Law 

on Anti Money Laundering and Terrorism Financing.  

 

V Policy on money laundering and terrorism financing risk management 

 

Article 31 

By policy on money laundering and terrorism financing risk management, banks shall define the 

responsibility of bank’s management bodies, drafting and coherent application of clear and 

precise procedures for reporting to the appropriate internal bank’s management bodies, as well as 

competent institutions in accordance with law and regulations of all legally prescribed and 

suspicious customers’ transactions and the obligation of appointing persons to coordinate bank’s 

operations on money laundering and terrorism financing prevention. 
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Responsibility of bank’s management bodies and reporting 

 

Article 32 

By such policy, banks shall define the commitment of bank’s management bodies (supervisory 

and management board) towards high level of corporate management in their banks. Such 

commitment promotes high level of compliance with both international standards and national 

laws and by-laws, and is necessary for achieving and maintaining the compliance of their 

operations with prescribed standards of money laundering and terrorism financing prevention. 

This implies that the bank’s management bodies promote the integrity of a person appointed for 

coordinating activities aimed at money laundering and terrorism financing prevention, and in 

general, high level of corporate management standard in communication with the banking 

officials and corporate persons, with the aim of high-quality management of risks which may 

arise from money laundering and terrorism financing.  

Supervisory boards are responsible for adopting efficient Program and ensuring that adequate 

control procedures shall be implemented in banks enabling for the program, policies and 

procedures, as its integral part, to be fully implemented in practice.  

Banks’ policies and procedures should be efficient and encompassing regular procedures for 

appropriate and successful supervision by the management, internal control systems, internal 

audit, division of duties, training of appropriate staff and other segments closely related to this 

field.  

For the implementation of banks’ policies and procedures, the banks’ Program shall clearly 

define responsibilities that are distributed across appropriate carriers, i.e. appropriate 

organizational units or functions, management, other management and other bank employees.  

 

Article 33 

Lines of reporting on prescribed, uncommon, irregular and suspicious customers’ transactions 

must be clearly defined. Such reporting must be regular and efficient in practice, and lines of 

reporting available to all bank units and persons obliged to report in accordance with internally 

prescribed reporting policies and procedures.  

 

Article 34 

Alongside with the commitment from previous Article of this Decision, a bank shall also adopt 

internal procedures for reporting on all prescribed information and data to competent bodies 

outside the bank, in accordance with appropriate law and regulations.  

Banks are obliged to completely execute their reporting obligations towards responsible 

institutions as defined by law.  

 

Article 35 

All transactions carried out by customers and relationships established with such customers shall 

be documented by banks with respect to type, manner and time-period as prescribed by 

appropriate law.  
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Appointment of authorized person 

 

Article 36 

Banks’ supervisory boards shall ensure that in the banks, at the management level, authorized 

persons are appointed who will be responsible for coordinating all bank activities in monitoring 

banks’ compliance with all legal and other prescribed requirements, as being the subject of this 

Decision, and efficient implementation of the Program.  

A person in charge of bank’s compliance with prescribed requirements for money laundering and 

terrorism financing prevention should: 

1. be responsible for ensuring proper functioning of reporting function towards competent 

institutions, prescribed by law and other regulations, on all transactions exceeding the 

prescribed amount, all related and suspicious transactions;  

2. be responsible for ensuring proper functioning of the reporting lines in accordance with 

the Program;  

3. have appropriate qualifications, knowledge, experience and good working and moral 

reputation;  

4. have appropriate necessary means for conducting his/her function, including at least two 

executants, where one is responsible for monitoring of suspicious customer detection, and 

the other for monitoring the lines of reporting towards competent institutions and internal 

reporting line, as well as have authorizations for adopting individual decisions and 

seeking legal support. In larger banks, the need for more executants should be assessed;  

5. have full daily access to customer monitoring system;  

6. receive reports on suspicious customer activities on a daily basis;  

7. have authorizations to issue an order to relevant employees for the implementation of 

procedures stemming from law, regulations and the Program, and inform the bank’s 

management and supervisory board;  

8. be able to monitor domestic and foreign relationship procedures for the purpose of 

examining potential suspicions;   

9. undertake steps to improve his/her knowledge and skills and knowledge and skills of the 

employees subordinated to him/her and other relevant bank employees;  

10. have direct and immediate relationship with the bank management and supervisory board, 

and at least quarterly submit report to the bank management and supervisory board on 

bank’s acting and its compliance with the requirements for money laundering and 

terrorism financing prevention, as well as the activities undertaken against detected 

suspicious customers;  

11. at least once a year conduct the adequacy assessment of the current Program, policies and 

procedures, risk assessment and provide the supervisory board with proposals for their 

updating and improvement;  

12. provide full necessary support in activities conducted by bank internal audit;  

13. in his/her procedures, also include the elements for integral investigation on 

responsibility of bank employees who have neglected their duties in this field. 
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Internal and external bank audits 

 

Article 37 

Internal bank audits shall implement regular assessment and ensure for the Program, its policies 

and procedures for money laundering and terrorism financing prevention, i.e. “know your 

customer” policies and procedures to be fully implemented and aligned with all law and other 

regulation requirements.  

Compliance of bank operations with law and regulation requirements should be the subject of 

independent assessment by the function of internal bank audit, including the assessment of 

adequacy of bank policies and procedures from the perspective of law and other regulation 

requirements.  

Mandatory function of internal bank audit also represents continuous monitoring whether and in 

which manner certain bank employees perform and conduct the requirements of Program, 

policies and procedures namely through testing of compliance in cases of adequately selected 

samples of customers, accounts and transactions, as well as the accuracy of reporting on 

uncommon, irregular, suspicious and transactions prescribed by law and other regulations.  

 

Article 38 

The function of internal bank audit should represent fully independent assessment of risk 

management and functioning of bank internal control system. Internal audit shall report its 

findings and assessments regularly, i.e. periodically (at least once a year) to the bank audit board 

and/or supervisory board in accordance with law. Such reports shall include findings and 

assessments of bank efficiency in all matters prescribed by law and regulations, the Program, 

policies and procedures of a bank which regulates bank’s obligations regarding money 

laundering and terrorism financing prevention. The assessment of adequacy of bank employees’ 

training in this field should also be one of the important chapters of such reports.  

 

Article 39 

Bank supervisory board shall ensure that the internal bank audit is professionally and technically 

equipped especially with personnel who are thoroughly familiar with the Program, policies and 

procedures, and possess high moral and professional skills especially in the field “know your 

customer”.  

Among other things, internal bank audit personnel must be extremely pro-active regarding the 

monitoring of activities which banks are obliged to undertake based on the findings and 

assessments of internal audit, external audit and law enforcement institutions. 

 

Article 40 

In the process of conducting independent external audit of their financial reports, banks are 

obliged to, with independent external audit companies, conclude an agreement on conducting 

audit and assessment of the implementation of legal and prescribed bank obligations, the 

implementation of Program, policies, procedures, internal control systems and functioning of 

internal bank audit, and assess whether the bank has aligned its operations with the requirements 
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for money laundering and terrorism financing prevention with mandatory use of testing 

technique.  

 

Training of bank employees 

 

Article 41 

Banks shall ensure continuous training of all their employees who are a part of their program for 

money laundering and terrorism financing prevention activities. The content of such training 

must include at least the following topics from the area that is the subject of this decision: 

1. legal bank obligations and obligations part of other regulations; 

2. bank program, policies and procedures; 

3. detailed elements of the “know your customer” principle; 

4. money laundering jeopardy and bank risks and personal responsibilities of bank 

employee; 

5. capacities and weaknesses of financial institutions in money laundering and terrorism 

financing prevention; 

6. responsibilities and authorizations of authorized person; 

7. internal control system; 

8. internal audit system; 

Training periodicity and topics from the previous paragraph banks shall adjust to the real needs 

of their specific organizational units, functions and/or employees, and, for the purpose of timely 

harmonization with new requirements and familiarization with new occurrences, as well as 

maintaining the already acquired knowledge and experience of their employees, banks shall 

establish the program of regular forms of training.  

In deciding on the needs, type and scope of training from the previous paragraph banks are 

obliged to adjust the goal of training depending on whether new employees are in question, 

employees that have direct contact with customers, employees that work with new customers, 

employees that inspect whether the bank operations are aligned with the law and other regulation 

requirements, other management, management and/or supervisory board, etc. Through the 

training program banks shall ensure that all relevant employees fully understand the importance 

and necessity for the most successful implementation of the “know your customer” principle, and 

that such understanding represents the key to success in its implementation.   

 

Article 42 

In order to increase the professional skills and efficiency of their employees, banks shall draft a 

comprehensive manual encompassing laws and by-laws regulating money laundering and 

terrorism financing prevention, bank program with all policies and procedures, rules of 

employees’ conduct, methods of disclosing illegal and suspicious activities, responsibilities and 

authorizations of authorized person, descriptions of certain distinguished examples of misuse, 

program for training of employees and Appendix to this Decision.  
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VI Final provisions 

 

Article 43 

Banks shall align the Program, policies and procedures with this Decision within 90 days from 

the date of this Decision coming into force. 

 

Article 44 

On the day of this Decision coming into force, the Decision on minimum standards on bank’s 

activities to prevent money laundering and finance of terrorism (“Official Gazette of Republika 

Srpska”, number 12/03, 55/04 and 56/05) shall become null and void.  

 

Article 45 

This Decision shall come into force on the eight day from the date of its publication in the 

“Official Gazette of Republika Srpska”. 

 

UO number: 289/12                                                                           PRESIDENT OF THE 

June 26, 2012                                                                                MANAGEMENT BOARD 

Banja Luka                                                                                           Mirjana Jaćimović                            
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APPENDIX 

to the Decision on Minimum Standards of Bank Activities on  

Anti Money Laundering and Terrorism Financing 

 

 

1. INDICATORS OF SUSPICIOUS TRANSACTIONS 

In addition to the already known and worldwide common indicators of suspicious financial 

transactions, also stated in the Decision on Minimum Standards for Bank Activities on Anti 

Money Laundering and Terrorism Financing, this appendix to the Decision provides an overview 

of indicators for suspicious transactions: 

 

I. GENERAL 

 

a) A customer does not want correspondence to be sent to home address; 

b) A customer appears to have accounts with several banks in one area for no apparent reason; 

c) A customer repeatedly uses one address, but frequently changes the authorized persons 

involved in the activity; 

d) A customer uses a postal code or “general delivery” address or other type of mail delivery 

address, instead of a street address when this is deemed standard for that area; 

e) A customer starts conducting frequent large amounts cash transactions when this has not 

been a normal activity for the customer in the past; 

f) A customer constantly makes cash transactions of rounded large amounts (e.g., KM 20,000,  

KM 15,000, KM 9,900, KM 8,500, etc.); 

g) A customer consistently makes cash transactions that are just below the reporting threshold 

amount (KM 30,000); 

h) A customer conducts a transaction of an amount that is unusual compared to the amounts of 

past transactions; 

i) A customer asks a bank to hold or transfer large sums of money or other funds when such 

type of activity is unusual for the customer. 

 

1. TRANSACTIONS RELATED TO ACCOUNTS 

 

a) Opening accounts for customers showing address outside the local service area; 

b) An account with a large number of small cash deposits and a small number of large cash 

withdrawals; 

c) Funds being deposited into several accounts, consolidated into one account and transferred 

outside the country; 

d) A customer uses many deposit locations outside of the home branch location; 

e) A customer makes multiple transactions in one day; 

f) An activity exceeding activity projected at the time of account opening; 

g) A dormant account suddenly used for material transactions; 

h) Inexplicable transfers between the customer's company and customer’s account; 

i) Multiple deposits made to a customer's account by third parties. 
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2. TRANSACTIONS RELATED TO AREAS OUTSIDE BiH 

 

a) A customer and transaction parties have no apparent ties to BIH; 

b) A transaction crosses many international borders; 

c) A transaction involves a country where illicit drug production or exporting may be prevalent, 

or where there is no effective system for the prevention of money-laundering and terrorism 

financing; 

d) A transaction involves a country known for highly secretive banking and corporate law (e.g., 

British Virgin Islands, Belize, etc); 

e) A transaction involves a country known or suspected to facilitate money-laundering activities 

or support terrorism (See up-dated FATF list: www.fatf-gafi.org). 

 

3. TRANSACTIONS RELATED TO OFF-SHORE BUSINESS ACTIVITIES 

 

a) A sum of large balances, inconsistent with the known turnovers of the customer's business 

activity, and subsequent transfers to overseas account(s); 

b) Loans to or from off-shore companies; 

c) Inexplicable electronic fund transfers by a customer. 

 

II. EXAMPLES OF INDUSTRY-SPECIFIC INDICATORS 

 

1. NATURAL PERSONS TRANSACTIONS 

 

a) A customer appears to have accounts with several financial institutions in one geographical 

area; 

b) A customer transfers one or more cash deposits to a general account of a foreign 

correspondent bank (i.e. flow-through account); 

c) A customer runs large credit card balances; 

d) A customer wishes to have credit and debit cards sent to international or domestic 

destinations other than his or her address; 

e) A customer has numerous accounts and deposits cash into each of them with the total credits 

being a large amount; 

f) A customer frequently makes automatic banking machine deposits (although such service is 

available in bank) just below the reporting threshold (KM 30,000); 

g) A third party makes cash payments or deposits via cheque to a customer's credit card. 

 

2. CORPORATE AND BUSINESS TRANSACTIONS 

 

a) Accounts are used to receive or disburse large sums, but show virtually no normal business-

related activities, such as the payment of salaries, invoices, etc; 

b) Deposits to or withdrawals from a corporate account are primarily in cash rather than in the 

form of debit and credit normally associated with commercial operations; 
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c) A customer pays in cash or deposits cash to cover negative balance, money transfers or other 

transferable and marketable money instruments; 

d) A customer makes a large amount of seemingly unrelated deposits to several accounts and 

frequently transfers a major portion of the balances to a single account with the same bank or 

elsewhere; 

e) A customer constantly makes immediate large withdrawals from an account that has just 

received a large and unexpected inflow from abroad; 

f) A small, single-location business makes deposits on the same day at different branches 

located in several geographic areas that does not appear practical with respect to business 

purpose; 

g) There is a substantial increase in deposits of cash or negotiable instruments made by a 

company offering professional advisory services, especially if the deposits are promptly 

transferred; 

h) A customer wishes to have debit/credit cards sent to international or domestic destinations 

other than his or her place of business activity; 

i) There is a significant increase in transaction volume on the account with significant changes 

in the account balance that are inconsistent with normal business practices related to the 

customer’s account; 

j) Inexplicable repeated transactions between a natural and legal person account. 

 

3. ELECTRONIC TRANSFERS OF FUNDS 

 

a) A customer transfers large sums of money to abroad location with instructions for payment in 

cash to a foreign person; 

b) A customer receives large sums of money from an abroad location via electronic fund 

transfer that includes instructions for payment in cash; 

c) A customer transfers funds to another country without changing the currency; 

d) Large transfer inflow from abroad immediately withdrawn; 

e) Amount of electronic transfers is not in compliance with normal business transactions for 

such customer; 

f) A customer conducts transfers involving countries known as narcotic source countries or as 

trans-shipment points for narcotics, or that are known for highly secretive banking and 

corporate law practices; 

g) A customer makes electronic fund transfers to free trade or off-shore zones that are not in 

line with the customer's business activities. 

 

4. LOAN TRANSACTIONS 

 

a) A customer suddenly and unexpectedly repays a problem loan; 

b) Loan transactions are performed in situations when a customer owns significant funds, thus 

the loan transaction has no economic sense.  

 

5. INSURANCE TRANSACTIONS 
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a) A customer conducts a transaction that results in a conspicuous increase in investment 

contributions; 

b) A customer cancels investment or insurance immediately after purchase; 

c) The duration of life insurance contract is less than three years; 

d) Transaction involves the use and payment of performance guarantees resulting in cross 

border payment. 

 

6. SECURITIES TRANSACTIONS 

 

a) Accounts that have been inactive suddenly experience large investments inconsistent with 

normal investment practice of a customer or his/her financial abilities; 

b) A customer wishes to purchase numerous investments with money orders, traveler’s cheques, 

cashier’s cheques, banker’s orders or other bank instruments, particularly in the amount 

slightly under KM3 0,000, where such transaction is inconsistent with normal investment 

practices of the customer or his/her financial abilities; 

c) A customer uses securities or a brokerage company as a safekeeping place for funds not 

being used in trading of securities or futures for a longer period of time, and such activity is 

inconsistent with normal investment practices of the customer or his/her financial abilities; 

d) A customer makes large and unusual settlements of securities in cash; 

e) Transfers of funds or securities between accounts not known to be related to the customer. 

Such transactions are financed by international electronic payments, particularly from 

countries without efficient system for the prevention of money laundering and terrorism 

financing. 

 

2. GUIDELINES FOR RISK ANALYSIS AND ASSESSMENT 

 

In analyzing and assessing the risk of money laundering or terrorism financing, banks shall 

classify their customers and products (transactions, i.e. business relationships) in categories 

which represent: 

1. low risk 

2. medium risk, and 

3. high risk. 

 

Risk criteria 

The most common risk criteria are: 

1. customer risk, 

2. product risk (transaction, i.e. business relationship), and 

3. geographical risk (country risk), 

Risk elements 

Bank methodology based on the risk analysis and assessment may take into account also the 

elements of risk specific for a certain customer, business relationship, product or transaction and 

may influence on the risk increase or decrease. Risk elements include:  
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1. The purpose of account or business relationship – accounts opened for the purpose of 

performing usual customer transactions of small values may carry lower risk than the 

account opened for the purpose of performing large cash transactions by a customer 

previously unknown.  

2. The amount of funds or scope of transactions – uncommonly large amounts of funds 

or uncommonly large transactions when compared to those realistically expected by a 

customer of similar profile may indicate that the customer usually not treated as a 

customer of high risk should treated as such.  

3. The level of regulation or some other supervision, i.e. regime of management to which a 

customer is subject to – financial institution regulated by law in a country that has a 

satisfactory regime of money laundering and terrorism financing prevention carries lower 

risk than a customer not being supervised or a customer only subject to minimum 

regulations. 

4. Business relationship duration – long term business relationship including frequent 

contacts with customers may cause lower risk of money laundering.  

5. Knowing the customer country, including laws, regulations and rules as well as the 

structure and scope of legislation, influences the risk assessment.  

6. Requesting transactions that have no clear commercial or other justification or that 

needlessly increase the complexity of transactions, i.e. in other way decrease the 

transparency without acceptable explanation, increases the risk.  

7. Information on persons that banks communicated to the Financial Intelligence Unit-

related to that person or his/her transactions, reasons to doubt money laundering or 

terrorism financing were present which increases the risk.  

 

Customer risk 

When analyzing and assessing the risk of money laundering or terrorism financing, banks, when 

analyzing and assessing the customer risk, especially consider the characteristics of their 

customers, and depending on whether the customer is: 

1. bank; 

2. post; 

3. investment fund management company, investment fund (regardless of type), mediator at 

the securities market; 

4. insurance companies, especially companies authorized to perform life insurance 

operations; 

5. companies authorized to perform financial instrument operations; 

6. state authority (regardless of level: state, entity, district, local); 

7. public agency, public fund (Pension and Disability Insurance Fund, Health Insurance 

Fund, and similar), chamber (regardless of level); 

8. stakeholder company listed and whose shares are traded at the stock market, i.e. whose 

financial reports are made public; 

9. other financial institution (leasing company, microcredit company, microcredit 

foundation); 

10. stakeholder company not listed, i.e. whose shares are not traded at the stock market; 
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11. limited liability company, i.e. company organized in some other form; 

12. entrepreneur, with a special attention to specific operations (precious stones, precious 

metals, and other goods of high value, car dealers, real estate, etc.); 

13. physical entities – citizen; 

14. politically exposed person; 

15. person not present when establishing business relationship; 

16. person on the list of persons suspected of terrorism financing activities established by the 

United Nation and Council of Europe; 

17. business company with an intensive cash business, including: 

a) companies involved in money transfer, authorized money changers, mediators for 

money transfer as well as other companies offering money transfer services; 

b)  casinos, betting houses and other business related to gambling and 

c) companies not having an intense cash performance, but for performing certain 

transactions use larger cash amounts 

18. charity and other nonprofit organizations; 

19. accountant, lawyer, tax consultant and others having account in certain credit institution, 

and act on behalf of their clients; 

20. entity (legal or physical) which performs its business relationships or transactions under 

unusual circumstances such as:  

а) significant and inexplicable geographical distance between the bank head office and a 

customer;  

b) frequent and inexplicable closing of account in one, and opening of the same in other 

bank; 

c) frequent and inexplicable transfer of funds among institutions at different geographical 

locations;  

21. entity (legal or physical) for which the Financial Intelligence Unit in the past three years 

has:  

а) requested from a debtor to submit data due to a suspicion of money laundering or 

terrorism financing,  

b) issued to a debtor an order for a temporary prevention of execution of suspicious 

transaction, or  

c) issued to a debtor an order for continuous monitoring of financial operations.  

 

Product risk (transactions, i.e. business relationship) 

When analyzing and assessing the risk of money laundering and terrorism financing, banks, 

when analyzing and assessing the product risk, especially consider the characteristics of products 

offered to customers depending on whether such products (manner and scope of their use) are 

convenient for money laundering and/or terrorism financing. In such process, they specially 

review whether the customer shall (in which manner and how much) use some of the following 

products: 

1. deposit products, 

2. credit products, 
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3. electronic transfer of money, 

4. physically transferable means of payment, 

5. payable through foreign accounts, 

6. fund management services, 

7. documented operations, 

8. brokered deposits, 

9. correspondent accounts, 

10. electronic banking, 

11. private banking, etc., 

which carry different level of risk, depending on the use, each individually may carry different 

level of risk. 

In analyzing and assessing product risk, the risk shall be assessed in correlation with the 

following parameters:  

1. scope,  

2. average transaction amount,  

3. profile of a customer using a particular product,  

4. existence of adequate specific controls, 

 

Country risk (geographical risk) 

In analyzing and assessing the risk of money laundering or terrorism financing, banks, in 

analyzing and assessing country risk, especially review whether a customer is local and/or 

foreign entity. In addition, they review the following characteristics, which directly or indirectly, 

provide customers with facility for money laundering and/or terrorism financing. In such 

process, they specially review whether the customers come from the countries: 

1. on which sanctions are enforced, embargos and similar measures by foreign relevant 

international organizations (the United Nations, Council of Europe, etc.); 

2. for which reliable sources determine that: 

a) they do not have appropriate laws, regulations and other measures for money 

laundering and terrorism financing prevention; 

b) they finance or support terrorism activities and that in such countries the identified 

terrorism organizations are active; 

c) that in such countries a significant level of corruption or other criminal activities is 

present;  

3. that are not members of the European Union or do not implement relevant directives of 

the European Union; 

4. which, according to the international organization FATF data belong to a uncooperative 

countries or territories or if they are offshore centers stated in the list created by the FIU. 

With regard to information on risk countries, i.e. uncooperative countries or territories which do 

not meet key international standards related to the money laundering or terrorism financing 

prevention, banks shall monitor official internet sites of international bodies.  

MONEYVAL2 www.coe.int/t/dghl/monitoring/moneyval and  

FATF 3 www.fatf-gafi.org  

 


